We develop a theoretical framework for packet framing in the quantum domain which makes it possible to attach classical and quantum metadata to quantum information over a noisy channel even when the information source and sink are frame-wise asynchronous. This eliminates the need of frame synchronization at the hardware level and allows for asynchronous quantum communication such as a self-synchronizing quantum network where one can hop into the channel at any time, catch the next coming quantum information with a label indicating the sender, and reply by routing her quantum information with control qubits for quantum switches all without assuming prior frame synchronization between users.
I. INTRODUCTION
Quantum information processing is expected to make various kinds of seemingly formidable task manageable and may make what is impossible in the classical domain possible [1] . In order to realize such large-scale quantum computation and quantum communication, it is vital to develop theoretical foundations. To this end, various notions have been introduced and investigated in quantum information science, some of which are quantum analogues of important concepts in classical information theory and others are unique to the quantum world.
Packet framing is one of the most important building blocks of basic data manipulations in the classical domain. What it does is attaching additional metadata, or sometimes called overhead data, to the actual information content, or the payload. Metadata may be used as control information during complex information processing or used for a simpler task. The simplest but important use of metadata is to indicate boundaries between frames, that is, framing data into units [2] .
Virtually all information we process has some kind of frame structure. For instance, the phrase "classical information" will lose its meaning if we combine the two words into one string of twenty letters "classicalinformation" or divide it at a different position such as "classicalin formation." The English text the reader is reading now is a sequence of blocks of classical information, or words, with spaces as metadata that indicate the boundaries between each information block.
Looking at impressive promises quantum information science makes, such as exponential speedups of particular kinds of computation [3] , one might assume that attaching metadata to quantum information must be as easy as in the classical domain. This is not the case, however.
To illustrate the challenge in the quantum domain, take the simplest metadata as an example, namely the boundary signal between each block of information. In * yfujiwar@mtu.edu the classical domain, the simplest way to frame data is to insert a marker at the start or end of each information block as in spaces between words in the English language. If data are represented by binary sequences of zeros and ones, a fixed binary pattern may be used as a special codeword to signal each boundary.
In the quantum domain, things are not that straightforward. Let us assume that we transmit a sequence of qubits carrying quantum information. If we simply inserted a certain pattern of quantum states (α 0 |0 + β 0 |1 )⊗· · ·⊗(α s |0 +β s |1 ) as a boundary signal between each information block in the sequence of qubits, the receiver would have to perform some measurement to pick up on the inserted signals. Because measurement generally disturbs quantum information carried by qubits, the receiver must perform the measurement exactly on the synchronization signals, which is only possible if the receiver already knows where the boundaries are to begin with.
The only known theoretical solution to this catch-22 is quantum synchronizable coding [4] , where one can recover from erroneous frame synchronization while correcting the effects of decoherence in a way similar to conventional quantum error correction [5] . However, this is not packet framing for asynchronous quantum channels per se; quantum synchronizable coding is a method for providing efficient recovering when frame synchronization may become slightly off. Hence, it can not be a substitute for a framework for asynchronous quantum communication or attaching metadata for other purposes. All other solutions are hardware dependent in principle, which confines the possibilities of quantum information processing to a limited realm.
The purpose of the present paper is to develop an information theoretic framework for attaching metadata to quantum information to open paths to complex asynchronous quantum information processing. Metadata may be simple classical information such as locations of boundaries or labels attached to information blocks. Or they may be quantum information to be fed to quantum gates as control information. We assume no prior frame synchronization between the information source and sink, so that all metadata including synchronization signals must be embedded in the transmitted data. We also assume that the channel is noisy, so that all information must be protected from quantum noise.
In Section II we first mathematically describe frame synchronization in the quantum setting as the simplest example of metadata, and then present a naive approach that mimics the straightforward method of inserting spaces between words in English text. This simple method will be generalized in Section III to develop a framework for attaching quantum metadata to quantum information under the presence of quantum noise without assuming prior frame synchronization. We give concluding remarks in Section IV.
II. FRAME SYNCRONIZATION
In this section we describe frame synchronization by following the simple model introduced in [4] and show a straightforward approach to frame synchronization in the quantum domain by mimicking insertion of spaces between words in the classical world.
A. Mathematical model
Let Q = (q 0 , . . . , q l−1 ) be an ordered set of length l, where each element represents a qubit. A frame F i is a set of consecutive elements of Q. Let F = {F 0 , . . . , F m−1 } be a set of frames. The ordered set (Q, F ) is called a framed sequence if the elements of a sequence are partitioned into groups of consecutive elements, that is,
Take a set G = {q j , . . . , q j+g−1 } of g consecutive elements of Q. We call G the window. The window G is misaligned by r qubits to the right with respect to (Q, F ) if there exits an integer r and a frame F i such that F i = {q j−r , . . . , q j+g−r−1 } and G ∈ F . If r is negative, we may say that G is misaligned by |r| qubits to the left. G is properly aligned if G ∈ F .
As a concrete example of this model, take three qubits and encode each qubit into nine qubits by Shor's nine qubit code [6] . The resulting 27 qubits may be seen as Q = (q 0 , . . . , q 26 ), where the three encoded nine qubit blocks |ϕ 0 , |ϕ 1 , and |ϕ 2 form frames F 0 = (q 0 , . . . , q 8 ), F 1 = (q 9 , . . . , q 17 ), and F 2 = (q 18 , . . . , q 26 ) respectively. We assume that a device knows that the size of each information block is nine. If misalignment occurs by, say, two qubits to the left, the device that tries to correct errors on qubits in |ϕ 1 applies the error correction procedure to the window G of nine qubits q 7 , . . . , q 15 , two of which come from F 0 and seven of which F 1 . In this case, when measuring the stabilizer generator IZZIIIIII of the nine qubit code to obtain the syndrome, what the device actually does to the whole system can be expressed as
which, if frame synchronization were correct, would be
I ⊗8 Z does not stabilize |ϕ 0 , nor does ZI ⊗8 |ϕ 1 . Hence, errors are introduced to the system, rather than detected or corrected. Similarly, if the same misalignment happens during fault-tolerant computation, the device that tries to apply logicalX to the third logical block |ϕ 2 will apply I ⊗16 X ⊗9 II to the 27 qubit system. The objective of frame synchronization is to ensure that the device can identify the exact location of each boundary and that the window on which quantum operations are performed by the device is always properly aligned.
B. Naive approach
To describe a straightforward quantum analogue of inserting spaces between words, we employ a Hilbert space of dimension three, so that we have three orthogonal basis states |0 , |1 , and |2 . For computation, we work on a tensor product of 2-dimensional Hilbert spaces contained as a subspace of the system space, so that quantum information is processed by using |0 and |1 in the same way as in an ordinary qubit system. The third basis state |2 is allocated for synchronization.
In order for our framework to be as general as possible, we do not specify the actual implementation method of the multilevel quantum system or try to address particular challenges each physical implementation might face. This is also because we require little more than what is already assumed in an ordinary qubit system over the quantum erasure channel. For the basics of the theory of coding for the quantum erasure channel and a brief review of quantum systems based on higher dimensional Hilbert spaces, the reader is referred to [7] [8] [9] and references therein. Similarly, we do not consider a peculiar type of synchronization error specific to a particular physical implementation. For such specialized models in the classical domain, we refer the reader to [10, 11] .
Assume that we have a sequence of qutrits, where quantum information is carried by qubits lying in the 2-dimensional subspaces and the state |2 is inserted as a synchronization signal between each information block. We perform the measurement {|0 0| + |1 1| , |2 2|} on each qutrit. Because our qubit states are orthogonal to |2 and will not change by |0 0| + |1 1|, in principle we can deterministically identify the location of |2 s in a sequence of qutrits without disturbing the quantum states of information blocks. For instance, if the state |2 is used only at the beginning of each information block, we can successfully locate the boundaries as desired. If we can assume that there is no quantum noise, this simple approach will work just fine. However, such an assumption is unreasonable to make regardless of how a quantum system is implemented. Now if, for example, the post-measurement state of a qubit α |0 + β |1 can be γ |2 due to quantum noise as in the quantum erasure channel, even a single error can trick a synchronization device into recognizing the wrong position in the middle of an information block as a boundary. Similarly, if |2 may fall to the 2-dimensional subspace, the device can easily miss a boundary.
III. QUANTUM METADATA
In this section we present a general method for attaching metadata to quantum information under the presence of quantum noise without assuming prior frame synchronization between the information source and sink. Because we only use qubit states α |0 + β |1 for information transmission and do not manipulate general qutrit states for any purpose, we identify a state orthogonal to α |0 + β |1 with |2 . Hence, when we say a qutrit, it means either simply a qubit or a state that we identify with |2 .
For the sake of generality, we do not assume a specific quantum channel or restrict the types of quantum error. Instead, we assume that a qutrit may be a subject of any quantum error that takes it to a general state α |0 + β |1 + γ |2 for |α| 2 + |β| 2 + |γ| 2 = 1 with a certain probability. Note that after the measurement {|0 0|+|1 1| , |2 2|}, as long as frame synchronization is achieved, any quantum error on qutrits can be corrected by a conventional quantum error-correcting code [12] [13] [14] by regarding the channel as a special quantum erasure channel that also causes ordinary Pauli errors on qubits and then fixing a synchronization signal by taking it to the state |2 if necessary. Hence, in what follows, we do not describe the quantum error correction procedures, and instead focus on attaching metadata.
A. Self-synchronization and one additional n-nary bit of classical information
A self-synchronizing quantum tag is defined as a sequence of qutrits that can be located without disturbing quantum states through measurement under the absence of external frame synchronization. A pair of selfsynchronizing quantum tags T 1 and T 2 are mutually orthogonal if both can be inserted in a sequence of quantum information blocks in such a way that their locations and the information about which tag is inserted at each frame can be obtained by the non-disturbing measurement. Each tag in a set S = {T i | 0 ≤ i ≤ n − 1} of n orthogonal self-synchronizing quantum tags carries one n-nary digit of classical information by assigning detection of each T i as the ordinary number i. We first explain how to construct a set of orthogonal self-synchronizing quantum tags and then describe how to generalize the method to attach m qubits of quantum information for arbitrary m. We use combinatorial design theory in discrete mathematics [15] . A cyclic (v, k; n)-difference packing, n-CDP(v, k) for short, is a family C = {C 0 , . . . , C n−1 } of sets of k nonnegative integers at most v − 1, where for 0 ≤ i ≤ n − 1, C i = {a i,0 , . . . , a i,k−1 }, such that all of the differences, {a i,j − a i,l | 0 ≤ i ≤ n − 1, 0 ≤ j = l ≤ k − 1}, are distinct and nonzero modulo v. Simply put, every integer modulo v except for zero appears at most once as the difference of a pair of numbers taken from C i , where each C i , 0 ≤ i ≤ n − 1, is a set of k distinct nonnegative integers at most v − 1. The elements of C i are called points. The Johnson bound [16] dictates that n ≤ ⌊ Assume that we would like to transmit quantum information each block of which consists of v − k qubits. We use a self-synchronizing quantum tag for both frame synchronization and attaching additional one n-nary bit of classical metadata over a noisy channel. Let C = {C 0 , . . . , C n−1 } be an n-CDP(v, k). To attach classical information i for 0 ≤ i ≤ n − 1, we insert k qutrits in the state of the form |2 in each v − k qubit block to form a frame F = (q 0 , . . . , q v−1 ) of v qutrits, where q j = |2 for all j ∈ C i and the other qutrits are the v − k payload qubits. (see Fig. 1 ). We call each C i a tag of length v and weight k.
As in the case of the naive approach presented earlier, the receiver performs the measurement {|0 0| + |1 1| , |2 2|} on each qutrit. Take a threshold t ≤ k. The receiver declares that the tag C i is found if there are at least t measurement results of |2 within v consecutive qutrits, the window, and if at least one combination of t positions of the qutrits of the form |2 agrees with part of the k positions specified by C i . The goal is to ensure that the receiver always uniquely detects the correct tag C i when the window is properly aligned to a frame tagged by C i and never declares that C j is found for any j when the window overlaps two frames.
After the measurement, there are two types of quantum error a qutrit may be suffering from. One is a qubit becoming γ |2 with |γ| 2 = 1, and the other is |2 taken to α |0 + β |1 with |α| 2 + |β| 2 = 1. By borrowing terminology from the quantum erasure channel literature, the former kind is called an erasure. We call the latter kind an insertion. Note that from the viewpoint of the receiver an erasure adds a qutrit of the form |2 and that an insertion makes one disappear.
The existence of an appropriate threshold t is proved by the following two lemmas: Lemma 1 Assume that there are at most x erasures and at most y insertions in the window. If k ≥ x+y+2, then a receiver of threshold t satisfying x + 2 ≤ t ≤ k − y always uniquely detects the correct self-synchronizing quantum tag when the window does not overlap two frames.
Proof. Assume that C i is the correct tag. If k − y ≥ t, there is at least one combination of t measurement results of qutrits in states of the form |2 that matches part of the k positions specified by C i . It suffices to ensure that no combination of t detected positions of |2 s matches part of the positions specified by C j , i = j. Assume that t ≥ 2. Because the difference between a pair of points in C i does not occur as the difference between two points in C j , i = j, no combination of t measurement results of qutrits in states of the form |2 involving two points from C i matches part of the positions specified by C j . Hence, if x + 1 < t, no combination of t detected positions of |2 s agrees with part of the positions determined by C j . Hence, the receiver of threshold t uniquely detects the correct
Comparing the left-hand side and the right-hand side of the inequalities, we have k ≥ x + y + 2.
Lemma 2 Assume that there are at most x erasures in the window. A receiver of threshold t ≥ x + 3 does not declare that a self-synchronizing quantum tag is found when the window overlaps two frames.
Proof. Assume that the overlapped frames are tagged by C i and C j respectively. The receiver makes a false positive error if within the window there is a combination of t measurement results of qutrits in states of the form |2 that matches part of the k positions specified by C h ∈ C for some h. If a set of t detected positions of |2 s involves at least two points from C i or at least two points from C j , then because the difference between a pair of points from the same tag is unique to that tag and its position is not the same as if the window were properly aligned to a frame tagged by C i or C j , the receiver does not falsely detect C h for any h. Hence, we only need to consider the case when a set of t measurement results of qutrits in states of the form |2 involves at most one point from C i and at most one point from C j . False positive detection of a tag occurs only when a combination of the locations of erasures and points from C i and C j happens to match part of C h for some h. Hence, if t > 2 + x, no set of t detected positions of |2 matches part of the k positions determined by C h for any h. Because t and x are integers, the condition that t ≥ x + 3 ensures no false positive errors as required.
We are now ready to state one of the two main results of this paper as a mathematical theorem:
Frame with a self-synchronizing quantum tag carrying quantum metadata. | The black boxes are |2 s. The white boxes are qubits. The packet header of size seven is tagged by {0, 4, 6}, which is a maximum 1-CDP (7, 3, 1) . The number of qubits the payload contains is arbitrary and may be different from frame to frame.
Theorem 3 Let x and y be nonnegative integers. If there exists an n-CDP(v, k) for k ≥ x + y + 3, then there exists a set of n orthogonal self-synchronizing quantum tags of length v and weight k each of which tolerates x erasures and y insertions in the window, and carries one n-nary bit of classical information.
Proof. By Lemma 1, a receiver of threshold t satisfying x + 2 ≤ t ≤ k − y always uniquely detects the correct quantum tag when the window is properly aligned to a frame. By Lemma 2, the same receiver does not make false detection when the window overlaps two frames if t ≥ x + 3. Hence, the condition that x + 3 ≤ t ≤ k − y ensures the correct detection of a frame. Comparing the left-hand side and the right-hand side of the inequalities, we have k ≥ x + y + 3.
B. Self-synchronizing quantum tags with quantum metadata
The method presented in the previous subsection can be easily extended so that we may also attach quantum metadata. If we attach self-synchronizing quantum tags constructed by an n-CDP(v, k) with relatively small v as packet headers to the beginning of each block of qubits carrying quantum information, such short tags can be seen as containing v − k qubits of quantum metadata. In other words, what was the payload is now used as overhead data carried by qubits, and this time the payload is transmitted between its tag and the one for the next block. Hence, a frame consists of an arbitrary number of qubits with additional v − k qubits and k |2 s. (see Fig. 2 ). Thus, by using a maximum n-CDP(v, k), one ⌊ v−1 k(k−1) ⌋-nary bit of classical information can be attached along with v − k qubits of quantum metadata. It is notable that if the number of qubits between each packet header is always v − 1 or larger, the condition on k is relaxed to that k ≥ x + y + 2 because the window of size v does not overlaps two packet headers. Also note that part of v − k qubits may serve as part of the payload if a prior arrangement on the positions of such qubits in a packet header is made between the information source and sink. We formally state this argument as a mathematical theorem:
Theorem 4 Let x and y be nonnegative integers. If there exists an n-CDP(v, k) for k ≥ x + y + 3, then there exists a set of orthogonal self-synchronizing quantum tags of length v and weight k each of which tolerates x erasures and y insertions in the window, and carries one n-nary bit of classical information and at most v − k qubits of quantum information. If the size of each payload outside a packet header is always larger than v − 1 qubits, the condition that k ≥ x + y + 2 ensures the existence of a set of orthogonal self-synchronizing quantum tags of the same properties.
If we do not need to attach classical information except for the locations of boundaries, the most efficient selfsynchronizing quantum tags are the ones that are the shortest among those which can tolerate a given number of quantum errors and can carry the desired number of qubits. The Johnson bound says that n ≤ ⌊ v−1 k(k−1) ⌋, but we need n to be positive to have at least one tag. Hence, a 1-CDP(k(k−1)+1, k), if exists, gives the shortest possible tag for a given error tolerant level k. The existence of this algebraic object is directly related to the profound question in discrete mathematics that asks the spectrum of the finite projective planes [17] . The finite projective plane over the finite field of order q exists for any prime power q, and forms a 1-CDP(q 2 + q + 1, q + 1).
If one wishes to attach as much classical information as possible, a maximum ⌊ q 2 −1 } and its translates [18] . Similarly, the points except for the zero vector and the lines that do not contain the zero vector of the Affine space [19, 20] . For k = 4, maximum n-CDP(v, 4)s for v ≤ 76 are classified [21] . All other known maximum n-CDP(v, k)s can be found in the recent combinatorial design theory literature [18, [22] [23] [24] [25] and references therein. It is widely believed that for any k a maximum n-CDP(v, k) exists with a finite number of exceptions at small values of v.
IV. CONCLUDING REMARKS
We developed an information theoretic method for packet framing in the quantum domain under the presence of quantum noise without assuming prior frame synchronization between the information source and sink. The notion of asynchronous quantum metadata we introduced opens paths to various possibilities. For instance, it serves as a framework for quantum networks [26, 27] where users are self-synchronizing and can also attach labels to their quantum information. It may also work as a basis for quantum analogues of asynchronous code division multiple access (CDMA) systems with random delays [28] . Attached metadata are not limited to classical information either; they may be quantum information used as control qubits in a quantum network or ebits for entanglement-assisted quantum error correction [13] by letting a few protected qubits play the role of ebits [29] . We expect that the concept of asynchronous quantum metadata will become a fundamental building block for complex quantum computing and quantum communication systems as well as reduce implementation complexity of large quantum networks.
